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About This Document

Audience

This document is intended for the network administrators intending to deploy and configure
Virtual Private Netwdks in their organizations.

They do not have to be information technology professionals. Honavierast minimal level

of exposure to network technologies, IP protocols, firesyabcurity, tunneling and
cryptography is recommended

This documenis ided for those administrators who need to create a secure, reliable, fast and
fault-tolerant VPN network without delving into technigaculiaritiesor attendingspecial

training courses

The document contaires/erything you (as ®iPNet host user onetworkadministrator)

shouldknow about creating, configuringugporting and troubleshootirsggcure VPN
solutions based on advancéiPNet technologies andlgorithms

Document Conventions

This document concerns the following conventions:

Tablel. Document conventions

Icon Description

/‘\ Warning: Indicates an obligatory action and/or information which can be critical
- continuing user operations.

B Note: Indicates a nowbligatory, but desirable action or information which can be

usefil for users.

Tip: Contains additional general information.

ViPNet OFFICE 2.2. User's Guide 2



Document Structure

This document is separated into two main secti®iBNet network configuratiomndViPNet
network everyday usage

TheViPNet network configuratiosection includes the faliving information:

¢ InstallingViPNet OFFICE(Chapter 2)
e Creating and configuringiPNet network(Chapter 3, 4)
e ManagingViPNet network(Chapter 5)

¢ ConfiguringViPNet Coordinator an&/iPNet Client (Chapter
8,9,10,11,12,13,16,17,18,19)20

Note: Somechapters may be useful both for ViPNet administrators and ViPNet us
At the beginning of such chapters there will be a note emphasizing that these top
should be read by both users and administrators.

TheViPNet network usagsection is intended fahoseendusers who want to use the

different communication tools integrated wiiPNet Client and partlywith ViPNet

Coordinator. We recommend using these tools as they have proven to substantially increase
the efficiercy of internal communications:

¢ Enaypted Instant Messaging
¢ File Exchange

e Business Majl

e Launchingexternal programs
¢ Web Resourceervice

o Explorea SharedNetwork Place service

ViPNet OFFICE softwarsuite also provides the following usefektures

e Connection and status checkingotiierViPNet users

e Computer locking

Please note, that in thi$s e guiles you will find only brief description of the
abovementioned and other features. If you want to delve into technical details and find out

ViPNet OFFICE 2.2. User's Guide 3



everything about these and other featurbeck outthe ViPNet help systemTheViPNet
help system is contesgensitive, integrated MiPNet software and gives you all the technical
details you want to know about.

Errata

Infotecsmakes every effort to ensure that there are no errors or misprirttsei text of all
doauments supplied with ViPNet OFFICHE you find an error in one of our documents, like a
spelling mistake or some inaccuracy in describing user operations or system functions, we
would be very grateful for your feedback. By sendingilirata you may save another reader
hours of frustration, and at the same time you will be helping us provide even higher quality
of our documentation.

Important notes

The example companies, organizationsal addresses, logos, employees, places andseven
depicted herein are fictitious. No association with any real company, organizatrail, e
address, logo, person, places, or events is intended or should be inferred.

The organizational structure mentioned throughout this docuametttepictedon some

screenshotss designed only for tutorial and demonstration purposes. It was not designed as
an obligatory model to be deployedreal life.

ViPNet OFFICE 2.2. User's Guide 4



What isVIPNet OFFICE?

Today's businesses are increasingly confronteld @gmplex communication and security
problems. Local and remote users as well as numerous office branches need stable and secure
ways to communicate with each other.

In ViPNet OFFICE, several secure communication tools are integrated into the VPN alient t
optimize the productivity of the user. The softwhaesed VPN iViPNet OFFICE assures a
secure and highly encrypted Virtual Private Network (VPN) that doesn't interfere with the
existing network structure and doesn't decrease network performance. glaméntation is

fast and unobtrusive.

The benefits of installing a VPN are to ensure the integrity of all data connections and to
secure the network against malicious attacks from in and outside your own network. These
security measures are deployed vw#tware modules installed on all computers in the

network (workstations as well as servers). These modules control the whole TCP/IP traffic by
encrypting andor) filteringitaccor di ng t o t he c Asapesultyifarsy secur |
computer withVi PNetsoftware (the computer may be outside the network @déres

protected network segméritonnects with anoth&fiPNetcomputer, the connection becomes
encrypted at once. The connection is isolated from any outside conne¥iensay think

about sucta connection as a tunnel created betweenMilPdNet computers. This tunnel is

created over existing Internet/Intranet communicatiomanbbs. No one can intercept or in

any way interfere in this tunnel, because it is encrypted with industry standard
cryptoalgorithms. This way, a virtual private network is createa group of computers

connected with each other over the Internet supporting extensive security for specific services
or for the whole traffic.

By using the term 'network’, we mean all TCP/Bworks, including LANS, the Internet or

other networksregardles®f the technology a client uses to connect to a netwiRdNet
technology is compatible with practically all Internet accesses (including xDSL, ISDN, GPRS
and UMTYS).

Usually, classic VPMolutions only focus on the security of the traffic between two LANs or
between a LAN and a remote (mobile) user. Because of the full support of reat@lidient
connections and the integration of a firewall and IDS system in each VPN afifeigt
OFFICE secures the traffic between remote locations as well as the traffic betwisears¥i?

in the local network, fothe internal, trusted network zone is often underestimated as a
security treat.

ViPNet OFFICE 2.2. User's Guide 5



The core ofViPNet software is th&/iPNetdriver. The man function of theViPNetdriver is
to filter incoming and outgoing IP packets.

Each outgoing IP packet will be treated by one of the following rules:

IP packet is sent as is (in other is openmancrypted)

IP packet is blocked

IP packet is encrypted drsent

IP packed is encrypted and forwarded.

Each incoming packet will be treated by one of the following rules:

o |P packet is allowefiltering rules allowunencrypted traffic)
e [P packet is blocked (in accordance with specified filtering rules)

o |P padet is decrypted (if the packet was encrypted)fandardedto a corresponding
application.

ViPNet OFFICE 2.2. User's Guide
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TheViPNetdriver is placed between the secdager of the OSI modeb@ata link layey and

the network (nternet) layerallowing it to edit IP packets beforegthreach thdigherlayers
stackand eventually, the application lay®iPNet Hence, ViPNet driver secures IP traffic of
each application, without distracting the user from their usual workflow.

Application Layer (SSH, )
DNS,HTTP, FTP, SMTP, IP
telephony, telnet, ViPNet
[Monitor] Business Mail)

Transport Layer (TCP, UDP) Secure data delivery
Network (Internet) Layer (IP, Logical addressing and

ARP, RARP, ICMP) routing

i ViPN
ViPNet orver

Data Link Layer (Ethernet) Physical addressing
Physical Layer (Wires, Radio Actual data transfer ( over a
Waves) wire)

]

Figure 1. ViPNetDriver architecture

Such architectureesults in drastically reduced deployment costs, becddiisdéet does not
change your weléstablished business processes.

Note: For the sake of simplicity on the figure above:
B e Transport and Sessions Layers are combinediietdransport Layer;
e Application and Presentation Layers are combinedthe@pplication Layer.

The figure below demonstrates how ViPNet driver participates in the processing of a request
to view a web page. Web page is located on the IIS server hostédroputer B.
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Figure 2. Demonstrating how ViPNet driver works

Computer A requestComputer B taisplay aweb page via HTTP protocol. When this

request propagates through each of the levels of the TCP/IR atilittonal infomation is

added to itWhen the request reaches ViPNet driver, ViPNet drivers encrypts it and also adds
ViPNet-specificdata When the request reaches the ViPNet driver of the receiving party first
ViPNet-specificdatais removed from it and then it is dgpted. Upon decryption the request

is sent to the next levels.
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