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About This Document 

Audience  

This document is intended for the network administrators intending to deploy and configure 

Virtual Private Networks in their organizations. 

They do not have to be information technology professionals. However, at least minimal level 

of exposure to network technologies, IP protocols, firewalls, security, tunneling and 

cryptography is recommended. 

This document is ideal for those administrators who need to create a secure, reliable, fast and 

fault-tolerant VPN network without delving into technical peculiarities or attending special 

training courses. 

The document contains everything you (as a ViPNet host user or network administrator) 

should know about creating, configuring, supporting and troubleshooting secure VPN 

solutions based on advanced ViPNet technologies and algorithms.  

Document Conventions  

This document concerns the following conventions: 

Table 1. Document conventions 

Icon Description 

 

Warning : Indicates an obligatory action and/or information which can be critical for 

continuing user operations. 

 

Note: Indicates a non-obligatory, but desirable action or information which can be 

useful for users. 

 

Tip : Contains additional general information. 
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Document Structure  

This document is separated into two main sections: ViPNet network configuration and ViPNet 

network everyday usage. 

The ViPNet network configuration section includes the following information: 

 Installing ViPNet OFFICE (Chapter 2). 

 Creating and configuring ViPNet network (Chapter 3, 4). 

 Managing ViPNet network (Chapter 5). 

 Configuring ViPNet Coordinator and ViPNet Client (Chapter 

8,9,10,11,12,13,16,17,18,19,20). 

 
 

 

Note: Some chapters may be useful both for ViPNet administrators and ViPNet users. 

At the beginning of such chapters there will be a note emphasizing that these topics 

should be read by both users and administrators. 

 

The ViPNet network usage section is intended for those end-users who want to use the 

different communication tools integrated with ViPNet Client and partly with ViPNet 

Coordinator. We recommend using these tools as they have proven to substantially increase 

the efficiency of internal communications: 

 Encrypted Instant Messaging; 

 File Exchange; 

 Business Mail; 

 Launching external programs; 

 Web Resource service; 

 Explore a Shared Network Place service; 

 

ViPNet OFFICE software suite also provides the following useful features: 

 Connection and status checking of other ViPNet users 

 Computer locking 

 

Please note, that in this Userôs guide you will find only brief description of the 

abovementioned and other features. If you want to delve into technical details and find out 
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everything about these and other features, check out the ViPNet help system. The ViPNet 

help system is context-sensitive, integrated in ViPNet software and gives you all the technical 

details you want to know about. 

Errata  

Infotecs makes every effort to ensure that there are no errors or misprints in the text of all 

documents supplied with ViPNet OFFICE. If you find an error in one of our documents, like a 

spelling mistake or some inaccuracy in describing user operations or system functions, we 

would be very grateful for your feedback. By sending in errata you may save another reader 

hours of frustration, and at the same time you will be helping us provide even higher quality 

of our documentation. 

Important notes  

The example companies, organizations, e-mail addresses, logos, employees, places and events 

depicted herein are fictitious. No association with any real company, organization, e-mail 

address, logo, person, places, or events is intended or should be inferred. 

The organizational structure mentioned throughout this document and depicted on some 

screenshots is designed only for tutorial and demonstration purposes. It was not designed as 

an obligatory model to be deployed in real life. 
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What is ViPNet OFFICE? 

Today's businesses are increasingly confronted with complex communication and security 

problems. Local and remote users as well as numerous office branches need stable and secure 

ways to communicate with each other.  

In ViPNet OFFICE, several secure communication tools are integrated into the VPN client to 

optimize the productivity of the user. The software-based VPN in ViPNet OFFICE assures a 

secure and highly encrypted Virtual Private Network (VPN) that doesn't interfere with the 

existing network structure and doesn't decrease network performance. The implementation is 

fast and unobtrusive.  

The benefits of installing a VPN are to ensure the integrity of all data connections and to 

secure the network against malicious attacks from in and outside your own network. These 

security measures are deployed via software modules installed on all computers in the 

network (workstations as well as servers). These modules control the whole TCP/IP traffic by 

encrypting and (or) filtering it according to the companyôs security policy. As a result, if any 

computer with ViPNet software (the computer may be outside the network or inside a 

protected network segment) connects with another ViPNet computer, the connection becomes 

encrypted at once. The connection is isolated from any outside connections. You may think 

about such a connection as a tunnel created between two ViPNet computers. This tunnel is 

created over existing Internet/Intranet communication channels. No one can intercept or in 

any way interfere in this tunnel, because it is encrypted with industry standard 

cryptoalgorithms.  This way, a virtual private network is created - a group of computers 

connected with each other over the Internet supporting extensive security for specific services 

or for the whole traffic.  

By using the term 'network', we mean all TCP/IP networks, including LANs, the Internet or 

other networks; regardless of the technology a client uses to connect to a network. ViPNet 

technology is compatible with practically all Internet accesses (including xDSL, ISDN, GPRS 

and UMTS). 

Usually, classic VPN solutions only focus on the security of the traffic between two LANs or 

between a LAN and a remote (mobile) user. Because of the full support of real client-to-client 

connections and the integration of a firewall and IDS system in each VPN object, ViPNet 

OFFICE secures the traffic between remote locations as well as the traffic between VPN users 

in the local network, for the internal, trusted network zone is often underestimated as a 

security threat. 
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The core of ViPNet software is the ViPNet driver. The main function of the ViPNet driver is 

to filter incoming and outgoing IP packets. 

Each outgoing IP packet will be treated by one of the following rules: 

 IP packet is sent as is (in other is open or unencrypted); 

 IP packet is blocked; 

 IP packet is encrypted and sent; 

 IP packed is encrypted and forwarded. 

 

Each incoming packet will be treated by one of the following rules: 

 IP packet is allowed (filtering rules allow unencrypted traffic). 

 IP packet is blocked (in accordance with specified filtering rules). 

 IP packet is decrypted (if the packet was encrypted) and forwarded to a corresponding 

application. 
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The ViPNet driver is placed between the second layer of the OSI model (data link layer) and 

the network (Internet) layer, allowing it to edit IP packets before they reach the higher layers 

stack and eventually, the application layer, ViPNet. Hence, ViPNet driver secures IP traffic of 

each application, without distracting the user from their usual workflow.   

 

Figure 1. ViPNet Driver architecture 

Such architecture results in drastically reduced deployment costs, because ViPNet does not 

change your well-established business processes.  

 

 

Note: For the sake of simplicity on the figure above:  

 Transport and Sessions Layers are combined into the Transport Layer; 

 Application and Presentation Layers are combined into the Application Layer. 

 

The figure below demonstrates how ViPNet driver participates in the processing of a request 

to view a web page. Web page is located on the IIS server hosted on Computer B.  
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Figure 2. Demonstrating how ViPNet driver works 

Computer A requests Computer B to display a web page via HTTP protocol. When this 

request propagates through each of the levels of the TCP/IP stack, additional information is 

added to it. When the request reaches ViPNet driver, ViPNet drivers encrypts it and also adds 

ViPNet-specific data. When the request reaches the ViPNet driver of the receiving party first 

ViPNet-specific data is removed from it and then it is decrypted. Upon decryption the request 

is sent to the next levels. 

 

 












































































































































































































































































































































































































































































































































































































































































































































































































































































































