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About This Document 

Audience  

This document is intended for the network administrators intending to deploy and configure 

Virtual Private Networks in their organizations. 

They do not have to be information technology professionals. However, at least minimal level 

of exposure to network technologies, IP protocols, firewalls, security, tunneling and 

cryptography is recommended 

This document is ideal for those administrators who need to create a secure, reliable, fast and 

fault-tolerant VPN network without delving into technical peculiarities or attending special 

training courses 

The document contains everything you (as a network administrator) should know about 

creating, configuring, supporting and troubleshooting secure VPN solutions based on 

advanced ViPNet technologies and algorithms.  

Document Conventions  

This document concerns the following conventions: 

Table 1. Document conventions 

Icon Description 

 

Warning : Indicates an obligatory action and/or information which can be critical for 

continuing user operations. 

 

Note: Indicates a non-obligatory, but desirable action or information which can be 

useful for users. 

 

Tip : Contains additional general information. 
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Document Structure  

This document is separated into two main sections: administrator and user. 

The administrator section includes the following information: 

 Installing ViPNet OFFICE. 

 Creating and configuring the ViPNet network. 

 Managing the ViPNet network. 

 Configuring ViPNet Coordinator and ViPNet Client. 

 
 

 

Note: Where the user and configuration interfaces for ViPNet Coordinator and ViPNet 

Client are the same, the  icon appears at the beginning of the topic to indicate the 

content related to both applications. This icon may also appear at the beginning of the 

chapter if the content of this chapter applies to both ViPNet Coordinator and ViPNet 

Client. 

 

The user section is intended for those end-users who want to use the different communication 

tools integrated with ViPNet Client and partly with ViPNet Coordinator. We recommend 

using these tools as they have proven to substantially increase the efficiency of internal 

communications: 

 Encrypted Instant Messaging; 

 File Exchange; 

 Business Mail; 

 Calling external programs; 

 Web Link service; 

 Explore Network Place service; 

 

The suite also provides the following useful features: 

 Connection and status checking of other ViPNet users 

 Computer locking 
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Please note, that in this Administratorôs guide you will find only brief description of the 

abovementioned and other features. If you want to delve into technical details and find out 

everything about these and other features, check out ViPNet help system. ViPNet help system 

is context-sensitive, integrated in ViPNet software and gives you all the technical details you 

want to know about. 

Errata  

Infotecs make every effort to ensure that there are no errors or misprints in the text of all 

documents supplied with ViPNet OFFICE. However, no one is perfect, and mistakes do 

occur. If you find an error in one of our documents, like a spelling mistake or some 

inaccuracy in describing user operations or system functions, we would be very grateful for 

your feedback. By sending in errata you may save another reader hours of frustration, and at 

the same time you will be helping us provide even higher quality of our documentation. 

Important notes  

The example companies, organizations, e-mail addresses, logos, employees, places and events 

depicted herein are fictitious. No association with any real company, organization, e-mail 

address, logo, person, places, or events is intended or should be inferred. 

The organizational structure mentioned throughout this document and illustrated on some 

screenshots is designed only for tutorial and demonstration purposes. It was not designed as 

an obligatory model to be deployed in real life. 
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What is ViPNet OFFICE? 

Today's businesses are increasingly confronted with complex communication and security 

problems. Local and remote users as well as numerous office branches need stable and secure 

ways to communicate with each other.  

In ViPNet OFFICE, several secure communication tools are integrated into the VPN client to 

optimize the productivity of the user. The software-based VPN in ViPNet OFFICE assures a 

secure and highly encrypted Virtual Private Network (VPN) that doesn't interfere with the 

existing network structure and doesn't decrease network performance. The implementation is 

fast and unobtrusive.  

The benefits of installing a VPN are to ensure the integrity of all data connections and to 

secure the network against malicious attacks from in and outside your own network. These 

security measures are deployed via software modules installed on all computers in the 

network (workstations as well as servers). These modules control the whole TCP/IP traffic by 

encrypting and/or filtering it according to the companyôs security policy. As a result, if any 

computer with ViPNet software (the computer may be outside the network or inside a 

protected network fragment) connects with another ViPNet computer, the connection 

becomes encrypted at once. The connection is isolated from any outside connections. You 

may think about such a connection as a tunnel created between two ViPNet computers. This 

tunnel is created over existing Internet/Intranet communication channels. No one can intercept 

or in any way interfere in this tunnel, because it is encrypted with industry standard 

cryptoalgorithms.  This way, a virtual private network is created - a group of computers 

connected with each other over the Internet supporting extensive security for specific services 

or for the whole traffic.  

By using the term 'network', we mean all TCP/IP networks, including LANs, the Internet or 

other networks; regardless of the technology a client uses to connect to a network. ViPNet 

technology is compatible with practically all Internet accesses (including xDSL, ISDN, GPRS 

and UMTS). 

Usually, classic VPN solutions only focus on the security of the traffic between two LANs or 

between a LAN and a remote (mobile) user. Because of the full support of real client-to-client 

connections and the integration of a firewall and IDS system in each VPN object, ViPNet 

OFFICE secures the traffic between remote locations as well as the traffic between VPN users 

in the local network, for example, the internal, trusted network zone is often underestimated 

as a security treat. 
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The core of ViPNet software is the ViPNet driver. The main function of the ViPNet driver is 

to filter incoming and outgoing IP packets. 

Each outgoing IP packet will be treated by one of the following rules: 

 IP packet is sent as is (in other is open or not encrypted); 

 IP packet is blocked; 

 IP packet is encrypted and sent; 

 IP packed is encrypted and forwarded. 

 

Each incoming packet will be treated by one of the following rules: 

 IP packet is passed (filtering rules allow this passing for non-encrypted traffic). 

 IP packet is blocked (in accordance with specified filtering rules). 

 IP packet is decrypted (if the packet was encrypted) and passed to a corresponding 

application. 

 

The ViPNet driver is placed above the third layer of the OSI model (network layer), allowing 

it to edit IP packets before they reach the higher TCP/IP and eventually, the application layer, 

ViPNet. 

 

Figure 1. ViPNet Driver architecture 

The ViPNet OFFICE solution secures the IP traffic of each application, without distracting the 

user from their usual workflow. This results in drastically reduced deployment costs, because 

ViPNet does not change your well-established business processes.  
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Whatôs New 

Version 2.1  

A new feature allowing you to configure access options for the coordinator, behind which 

your ViPNet network administrator workstation will be located, is introduced. You can use 

this feature when creating your ViPNet network by means of ViPNet Network Creation 

Wizard. The idea behind this feature was to decrease the number of steps you should 

complete later to properly configure already installed and deployed ViPNet hosts.  

Now you can define a coordinator type to correctly update ViPNet software on this 

coordinator and clients behind it. You may know that your ViPNet network can use 

coordinators running different operating systems (Windows, Linux) or deployed on various 

hardware platforms (ViPNet MiniGate hardware and software appliance, ViPNet Coordinator 

HW1000; ViPNet Coordinator HW2000. 

The support for the following Microsoft Windows operating systems has been implemented: 

Vista (64-bit), Windows Server 2008 (32- and 64-bit), Windows 7 (32- and 64-bit). 

 

Version 2.0  

Partner network connection has been introduced. Partner network connection is a process of 

establishment of secure connection between two partner ViPNet networks. To create a 

connection with a partner network you use a user-friendly wizard allowing you to easily 

perform all required actions without consulting additional reference materials or special 

training.  

Certificate Requests generated by ViPNet hosts are now processed automatically in ViPNet 

Manager. 

Now you can edit links between Coordinators. All mandatory links with Coordinator, behind 

which ViPNet Manager workstation is located, remained intact and still can not be changed. 

This prevents you from making errors and compromising security when editing links and 

maintains correct functioning of your ViPNet network  
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Now you can assign permission levels for ViPNet host users. This allows you (as an 

administrator) to prevent some users from changing certain settings as well as hide some 

graphical user interface elements. This feature facilitates security and increases overall 

operating reliability of your ViPNet network. 
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Product Specifications 

ViPNet OFFICE can be deployed over any network running Microsoft Windows. You can 

also deploy ViPNet Coordinators on computers running Linux/FreeBSD or Solaris operating 

systems. For more information on using these OS, please consult Infotecs technical support. 

Installing ViPNet OFFICE can be done via the ViPNet OFFICE Installation Kit (kit size: 

35MB). 

The following are the minimum requirements a computer ViPNet is installed on should have: 

 

ViPNet  Manage r 

ViPNet Manager should be installed on one computer uniquely identified as the ViPNet 

administrator workstation. Because the files created by ViPNet Manager are highly 

confidential, the system should only be accessible to a dedicated administrator.  

To install ViPNet Manager, the computer must have: 

 Operating system: Microsoft Windows 2000 (32 bit)/XP (32 bit)/Server 2003 (32 

bit)/Vista (32/64 bit)/Server 2008 (32/64 bit)/Windows 7 (32/64 bit). 

 Minimum RAM: 512 MB RAM (1 GB recommended) 

 Minimum free disk space: 100 MB (200 recommended) 

 Internet Explorer version 6.0 or higher. 

 Network adapter (or modem, if using dial-up connection) 

 Minimum Processor (CPU): Pentium IV  

 
 

ViPNet  Coordinator  

ViPNet Coordinator can be installed on the machines belonging to any dedicated 

coordinators. 

To install ViPNet Coordinator, each computer must have: 
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 Operating system: Microsoft Windows 2000 (32 bit)/XP (32 bit)/Server 2003 (32 

bit)/Vista (32/64 bit)/Server 2008 (32/64 bit)/Windows 7 (32/64 bit)/Linux (32bit). 

 Minimum RAM: 1 GB RAM (1 GB recommended) 

 Minimum free disc space: 100 MB (1 GB recommended) 

 Internet Explorer version 6.0 or higher. 

 Minimum Processor (CPU): Pentium IV 

 One or more network adapter. 

 

 
Note: No any other firewalls should be installed on the computer. 

 
 

ViPNet  Client  

ViPNet Client can be installed on all client machines. 

To install ViPNet Client, each computer must have: 

 Operating system: Microsoft Windows 2000 (32 bit)/XP (32 bit)/Server 2003 (32 

bit)/Vista (32/64 bit)/Server 2008 (32/64 bit)/Windows 7 (32/64 bit). 

 Minimum RAM: 512 RAM (1 GB recommended) 

 Minimum free disc space: 100 MB (200 recommended) 

 Internet Explorer version 6.0 or higher. 

 Minimum Processor (CPU): Pentium IV 

 A network adapter. 

 

 
Note: No any other firewalls should be installed on the computer. 
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ViPNet OFFICE Installation Kit 

Typically, the ViPNet OFFICE Installation Kit is distributed in two ways: 

 as a zipped version from our online shop, or  

 via a software CD-ROM. 

 

Both sources provide you with setup.exe files containing the integrated ViPNet OFFICE 

installation program. 

The ViPNet OFFICE Installation Kit includes: 

 ViPNet OFFICE integrated installation program consisting of: 

ƺ ViPNet Manager; 

ƺ ViPNet Client; 

ƺ ViPNet Coordinator. 

 Documentation in electronic PDF format, including: 

ƺ ViPNet OFFICE Administratorôs Guide (this document) 

ƺ ViPNet OFFICE Appendix 
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ViPNet OFFICE Components 

The ViPNet OFFICE VPN solution consists of the following components (modules): 

 ViPNet OFFICE Installation Kit 

 ViPNet Manager 

 ViPNet Coordinator 

 ViPNet Client  

 
 

 

ViPNet  Manager  

ViPNet Manager should be installed on a dedicated ViPNet administratorôs workstation 

before you start installing other ViPNet software components.  

ViPNet Manager is used to create the structure of your ViPNet network (linking servers and 

workstations) as well as key sets and passwords for each ViPNet host. Key sets participate in 

establishing protected connections and are necessary for installing ViPNet Coordinator and 

ViPNet Client on ViPNet hosts.  

It is not necessary for the ViPNet Manager workstation to be constantly available on the 

network because the program is mainly used to create the initial structure of the network and 

key sets, and thereafter only occasionally as part of the network's ongoing maintenance. To 

establish connections with other ViPNet hosts and to be able to send out key sets in the 

process of administering the network, ViPNet Client should also be installed on the 

workstation of your ViPNet network administrator (where ViPNet Manager workstation (this 

ViPNet host is identified in your ViPNet Manager by the  icon). 

Your ViPNet Manager comes with built-in ViPNet Network Creation Wizard, which will 

guide you through the entire process of ViPNet network creation. The wizard is unobtrusive, 

has user-friendly interface and will be of great help when you create your ViPNet network for 

the first time. 

ViPNet Manager also allows you to retrieve configuration backups and remotely update the 

ViPNet network with ViPNet software updates. 



 

ViPNet OFFICE 2.1.   Administrator's Guide  14  

You can also assign permission levels for ViPNet hosts users in ViPNet Manager. ViPNet 

permissions are an authorization for a ViPNet host user to configure installed ViPNet 

applications options. By default the standard permission level is set for all ViPNet hosts users. 

Furthermore, ViPNet Manager allows you to create a secured connection between your 

ViPNet network and other ViPNet networks. This feature allows you to interconnect your 

head office network environment with, for example, your branch officeôs one. Your branch 

office may be located in another country or even on another continent. That doesnôt manner at 

all. The secure VPN channel will be created between your head office and the branch office 

and you will be able to communicate with it without any additional costs. You can have an 

unlimited number of these branch offices, each of them having its own network environment. 

And you connect them all to each other in one global VPN network. 

ViPNet  Coordinator  

Any computer with ViPNet Coordinator installed has a central communication function in the 

ViPNet network. 

One of its most important purposes is being an IP addresses server. This means, that each 

client connecting to a coordinator, submits its IP address to the coordinator and receives the 

addresses of other ViPNet hosts online at the time. When a coordinator receives information 

about other clients from other coordinators, it will broadcast that information to clients 

connected to it (or, in more technical terms, clients behind it). If a coordinator does not 

receive information from a client within five minutes (this interval can be customized by a 

user), it will consider the client offline and broadcast that information to other connected 

ViPNet hosts. 

After clients receive information about each other from their coordinators, they start 

communicating directly with each other. This rule applies to all ViPNet online services and 

does not apply to ViPNet offline services such as Business Mail (see Business Mail) and File 

Exchange (see File Exchange). All  the data and system packets of these services are routed 

through a coordinator. This results in the coordinator also being a mail server. Incoming data 

or a system packet will be routed by the coordinator according to existing routing tables. 

Another feature of ViPNet Coordinator is the ViPNet firewall function for encrypted 

connections. This enables: 

 ViPNet clients (they work on the LAN behind a coordinator) to function using one IP 

address; 

 tunneling of traffic from insecure computers or computers on the periphery of the LAN to 

other VPN objects. (A coordinator can function as a tunnel server only if there is no need 

to secure the communication or provide user authentication inside the LAN.); 
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 re-routing of encrypted traffic from ViPNet clients to the IP address of their own 

coordinator (with substitution of the MAC address) and firewalls of other types. 

 

ViPNet Coordinator can also work as a classic firewall (Gateway Firewall) that applies 

specified rules of filtration and security policy for unsecured traffic. 

If a client  is placed behind a coordinator that is performing the substitution of addresses 

(NAT) for encrypted traffic, all encrypted traffic is automatically routed through that 

coordinator. The coordinator will not handle non-encrypted traffic; this traffic will be treated 

according to the configuration of the clientôs underlying operating system and routing rules 

specified in the LAN for open traffic. 

If there are two or more network adapters set up on a coordinator, you can apply individual 

filtering rules to each adapter. This way, the coordinator can be used to separate a network 

into several segments. 

ViPNet Coordinator can be installed on a typical workstation but we recommend installing it 

on servers (for example, 'stand alone' or SMTP, web, file, database) where administrator 

access rights are required. If you use one of these server types, you don't need to install 

coordinator on a separate computer. This allows you not invest any more money to configure 

your ViPNet network. 

ViPNet Coordinator has yet another important feature. It can work as a NAT (Network 

Address Translation) device. You can configure static or dynamic translation rules to enable 

access to public internet resources. For more information on configuring IP addresses 

translation rules, see the Configuring IP addresses Translation (NAT) chapter. 

ViPNet Coordinator also supports application level network address translation for the FTP 

protocol, thus allowing FTP clients to work in the active mode as well as enabling filtering 

FTP protocol commands to protect from incorrect client and server IP addresses. 

The main window of ViPNet Coordinator software is ViPNet Coordinator [Monitor]. From 

this window you can configure and manage your coordinator. 

 

ViPNet  Client  

ViPNet Client has to be installed on each computer constituting your ViPNet network.  

Due to its easy installation process, its automatic detection of network settings, its pre-defined 

security levels and intuitive user interface, ViPNet Client can be easily used by inexperienced 

users. 
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ViPNet Client includes: 

 an integrated personal firewall with an IDS (Intruder Detection System) and Applications 

Control functions (see the Configuring Integrated Firewall chapter); 

 a TCP/IP encipherer; 

 a set of very useful integrated communication applications and other service functions (see 

the Using Integrated Communication Tools chapter). 

 

 
Note: The above list also applies to ViPNet Coordinator. 

 

One of the most important features of ViPNet Client is its full control of traffic during the 

computer start-up process. This control is accomplished by the direct collaboration between 

the ViPNet driver and the drivers of the network adapters. Windows only uses one service 

during its start-up process; this process is taken control by ViPNet Client, which secures the 

system from the start. The ViPNet logon procedure, including the application and key 

initialization, occurs before the Windows logon (in other words, before any other Windows 

services start). 

As a result, the ViPNet driver is first to get control over the TCP/IP stack. The driver provides 

its readiness to encrypt and filter traffic before initializing the network adapters' drivers. This 

ensures a secure connection to the domain-controller, the control of applications running on 

the computer, and blocking of unwanted packets from the outside. At the moment the 

operating system starts, ViPNet also checks its own check sums, warranting the integrity of 

software, key sets and the applications for which network activity is allowed. 

When browsing internet resources, ViPNet Client [Monitor] provides (see the Configuring 

Web Filters chapter): 

 blocking of most popular banners, ads, pop-ups, which distract user and result in increase 

of Internet traffic. You can add new banners to the blocked banners list; 

 blocking of various interactive elements (ActiveX, Java applications, Flash animation, 

VBScript scenarios), which can harm your computer and perform unauthorized actions; 

 protection from unauthorized collection of user Internet activities information (by blocking 

cookies and referrers). 

 

You can specify common blocking rules for all web sites as well as exclude some web-sites 

from the sites blacklist. 
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ViPNet Client allows you to manage application protocols (FTP, HTTP, and SIP) settings. 

For more information see the Configuring Application Protocol Settings chapter.  

ViPNet Client can be installed on almost any Windows computers regardless of it being a 

desktop, remote/mobile laptop or a server to secure their traffic. 

The main window of the client is ViPNet Client [Monitor]. From this window you can 

configure and manage your client. 



 

ViPNet OFFICE 2.1.   Administrator's Guide  18  

ViPNet OFFICE Services 

ViPNet OFFICE suite includes the following tools to help you manage the flow of 

information within your company. These tools enable the quick and safe data exchange 

between VPN participants. 

Chat/Conference (Encrypted Instant Messaging) 

Encrypted Instant Messaging allows you to exchange messages between your fellow ViPNet 

users in real time (on-line). This service may be compared with tools like ICQ, MSN 

Messenger and AOL Instant Messenger. However, the advantage of Encrypted Instant 

Messaging is that it encrypts messages in real time. 

Business Mail 

Business Mail is an email client that implements advanced authentication and verification 

mechanisms. You can easily see the status of your e-mails (whether it was sent, delivered or 

opened by recipients). Business Mail allows you to confirm your identity (your Digital 

signature) by means of user certificates system which is integrated into ViPNet security 

system. The user interface of Business Mail is very similar to the interfaces of other email 

clients. 

File Exchange 

With File Exchange you will be able to send files to and receive files from your fellow 

ViPNet users in a secure, quick and convenient way without installing and deploying 

additional services and applications (for example, ftp server or managing shared resources). 

File Exchange feature is integrated into the Microsoft Windows shell, so it is possible to right-

click on any file and, on the ensuing context menu, click to send it to one or several ViPNet 

Clients. 

External Programs 

With ViPNet you can continue using your favorite communication programs, such as MS 

NetMeeting, VoxPhone, Internet Phone, Compaq Insight Manager, Microsoft Portrait and 

Radmin Viewer. With ViPNet you can be sure that all traffic generated by those tools is 

encrypted and cannot be intercepted by malicious users. You can use any other 

communication program as long as you ensure that it is your ViPNet network which routes all 

TCP/IP traffic generated by these tools. Of course, you and your fellow ViPNet users should 

have the program installed. 
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Web link 

The Web Link feature gives you access to the web-resources of a computer located in the 

private (with installed ViPNet software) or public network (without ViPNet software). For 

ViPNet users such access is granted in the protected mode. 

Explore Network Place 

The Explore Network Place feature allows you to explore the accessible network resources on 

computers in the private (with installed ViPNet software) or public (without ViPNet software) 

networks. For ViPNet users in the private network, a secured connection is established. 

Check User Connection and Status 

ViPNet Client [Monitor] and ViPNet Coordinator [Monitor] allow you to view the current 

connection and status of each ViPNet user in the private network. If you log on to your 

ViPNet [Monitor] as your ViPNet host administrator your will be able to get additional 

information when checking status of your fellow ViPNet users.  

Computer locking 

The computer locking function allows a ViPNet user to forbid access to all their desktop 

applications and/or to block all incoming and outgoing IP traffic. 
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ViPNet OFFICE Building Scenario 

We recommend you follow these steps to work with ViPNet OFFICE: 

 

Figure 2. ViPNet OFFICE Building Scenario 
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Obtaining Necessary Information 

In most cases, a logical ViPNet structure (the distribution of clients and their connections to 

respective coordinators) corresponds to the structure of the network itself. According to the 

existing security policy, a coordinator can be used for the following functions: 

 IP Addresses Server. The coordinator can be used for the registration of active clients and 

for notifying clients about the current IP addresses of other clients. 

 VPN Gateway. If the coordinator is installed at the gateway of a LAN, it is used by 

mobile and remote ViPNet clients as a VPN gateway (IP address server). At the same 

time, the coordinator acts as a firewall, filtering both encrypted and non-encrypted traffic. 

 VPN NAT Server. In this case, several ViPNet clients in a LAN work through the IP 

address of one coordinator. This use of the coordinator provides the secure protection of 

the LAN segment. It also allows you to unite your ViPNet network with another (already 

deployed) VPN system, if a gateway of this VPN is connected to one of the network 

adapters of the coordinator. 

 Tunneling Server. The coordinator can be used to establish a secure channel (tunnel) to 

secure the traffic between different local networks. 

 

Both the coordinator and client can be used to secure the traffic of a specific service (or all 

services) of a server (i.e. domain controller, SMTP/FTP/web/database server). 

To determine your company's most logical ViPNet network, we encourage the ViPNet 

administrator to answer the following questions. 

 What kind of a logical VPN structure would fit best into your network? 

 How many clients/servers and LAN segments need to be secured? 

 How should the clients be best distributed among the coordinators? 

 Do you need to install coordinator(s) on a separate computer(s) or is it possible to use 

existing servers/workstations? 

 How the integrated firewalls should be configured once the ViPNet network is set up? For 

example, by default ViPNet hosts will block incoming unencrypted traffic. If there are a 

number of network devices providing local services required for the correct functioning of 

your local network and you are not going to install ViPNet software on these network 

devices, the traffic from them will be blocked by ViPNet hosts (because its unencrypted). 
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That is why, to allow traffic exchange between ViPNet hosts and these network devices, 

on ViPNet hosts, you should create special allowing rules for these network devices. 

 (on other words, if default traffic from acknowledged users is not blocked by ViPNet, you 

should create rules for services where no ViPNet software is/can be installed). 

 

The following question list will also help you record the required information: 

 How many VPN hosts do you need? 

 Per location: 

ƺ How many servers should be connected to the VPN? 

ƺ What are the operating systems of your servers? 

ƺ What are the existing security solutions (firewalls, antivirus software, other)? 

ƺ What is the traffic between the locations/servers/workstations (services, protocols, port 

numbers)? 

ƺ What type of IP addressing is used on each server (public or private)? 

ƺ How does access to the servers/gateways take place from the outside (from behind a 

fi rewall and/or proxy etc.?).  How the routing of incoming/outgoing traffic is 

implemented? What firewall types do you use? (static or dynamic NAT or other) We 

recommend you to draw a detailed scheme illustrating your network topology in 

maximum detail.  

ƺ What applications will be used on the VPN (databases, CRM/CMS/ERP systems, and 

so on)? 

 Secure connections plan (who with who?): 

ƺ Between the locations? 

ƺ Between which VPN clients exactly? 
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Before You Begin 

 

 

Warning:  Current ViPNet OFFICE version supports only 32-bit versions of Microsoft 

Windows. For more information about ViPNet software support for 64-bit versions of 

Microsoft Windows, please contact Infotecs. 

 

ViPNet OFFICE suite is a set of components allowing you to create your own virtual private 

network (VPN) based on the ViPNet technology. 

Installing ViPNet OFFICE can be done either from ViPNet-CD, or by downloading ViPNet 

OFFICE installation kit from the demo page of our site:http://www.infotecs.biz/demo.htm. 

To install ViPNet OFFICE correctly, you should strictly follow the guidelines below.  

 

 

Tip:  We recommend you to print these guidelines to use them during the installation 

process and for future reference. 
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Creating ViPNet Administrator's 

Workstation 

To create a ViPNet administrator's workstation, you should install ViPNet Manager first and 

then ViPNet Client.  

ViPNet Manager is used to create the structure of your ViPNet network (linking servers and 

workstations) as well as key sets and passwords for each ViPNet host. Key sets participate in 

establishing protected connections and are necessary for installing ViPNet Coordinator and 

ViPNet Client on all ViPNet hosts. 

It is not necessary for the ViPNet administrator's workstation to be constantly available on the 

network because the program is mainly used to create the initial structure of the network and 

key sets, and thereafter only occasionally as part of the network's ongoing maintenance. To 

establish connections with other ViPNet hosts and to be able to send out key sets while 

administering the ViPNet network, ViPNet Client should also be installed on the ViPNet 

administratorôs workstation (this ViPNet host is identified in ViPNet Manager by the  icon). 

Install ing  ViPNet  Manager  

To install ViPNet Manager:  

1 Close any applications you have open. 

2 Start the ViPNet OFFICE installation software by inserting the ViPNet OFFICE CD into 

the computerôs CD drive or by double-clicking the downloaded application executable. 

3 The ViPNet OFFICE Components setup will be shown. 
































































































































































































































































































































































































































































































































































































































































































































































