ViPNet TUNNEL: Head Office to Branch Office

Stﬂ]] 4: To configure the second ViPNet Coordinator, please, select Private

StE]] 2:To configure the first ViPNet Coordinator in the Head Otfice, please, select
Sedtings in the lefl section of ViPNet Coordinator Monilor and activate Use Firewall option, New
fields will be accessible below, From the list of network adapters, please, select the adapter which is
used to connect ViPNet Coordinator 10 its nearest NAT-Appliance, In the Firewal! Tvpe "leld,
please, select With siatic NAT option. On the top of the right section of Seitings window you can
find Pori field, Please, fll in this field with port number that vou used for configuring NAT-
Appliance to redirect incoming/outgoing UDP walfic (by default 35777). The Tunneling bulion may
be used 1o determine 1P addresses of the local PCs with no ViPNet soltware installed, traffic firom
which you may want to tunnel and encrypl. 1P addresses may be sel as ranges or individual values,
You also need to determine IP addresses of the local PCs which are munneled by Coordinator B, To
make these settings: in the Privare network window, double-click on the Coordinator B. The Access
rile window will appear. To enter new ranges or individual IP* address values for tunneling enable
the Use [? addresses for unneling option and then use the Add button to add new addresses; the old
settings can be modified with the Change button,

Network in the left section of ViPNet Coordinator Monitor window. In the right
section you have to find the name ol the first installed ViPNet Coordinator which
is listed among network nodes of your Demo, Please, double-click on the name of
this Coordinator, new window will be opened, Select the Firewalf 1ab and Gl in [P
address field with the IP address of NAT-Appliance from Head Office,
Sometimes, depending on the NAT-Appliance kind, you may also have to choose
the [P addresyes tab and add the local IP address of the Coordinator A, Instead of
IP address you can use DNS name, Activate Use DONS name Teld and il in the
DS name of Coordinaior A,

Afier that, please, change setlings in the same way vou already did for the First
Coordinator,

To make sure that tunnel works choose the first Coordinator from the list of
network nodes in the Private Network window and check connection with it by
clicking the mouse right button and choosing Check Connection function in the
context menu, or F5,

INTERNET

‘UlPNet
Cnordmatur E

AT-Appliance
(Router/Proxy/Firewall)

BRANCH
OFFICE

o

S'I'IE]JI 3: You have to make sure that [P routing is right for the
tunneling through Coordinator A (or B). If Coordinator is the default gateway
for internal PCs then you do not need to setup any additional routing rules. If
your internal PCs have a firewall {dsl, internet gateway) as a default gateway
(in most cases) you must make additional routing rules so that your
information for the tunneling will go through Coordinator, How to setup these
rules please check at the forum at http:Ywww.infotecs.bizboard/en’ or send

your questions: supportiiin fu-tecs.hliz
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StE]J 1: 1t is recommended this NAT-Appliance to have static 1P
address. If it does not, user may ask vendor for more detailed information.
This NAT device or software should have following rules to redirect
incoming and outgoing UDP traffic of ViPNet Coordinator:

- allow all outgoing UDP traffic by port 55777 (or port that yvou define
manually for this kind of traffic at Coordinator)

- allow all incoming UDP traffic to port 55777 and redirect it to [P address
of ViPNet Coordinator, which is staying behind this NAT device or another
PC with NAT funetioning software installed.




