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Bce PhIHEK, BCe MHCTRYMEHTHI Ha
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TECTOBLIA A0CTYN

Reuters iISCreen - HHHODMIUHGHHD - SHANHTHYE CKIA
TepHHHaN Reuters Ana NpodEeccHoRaNEHOD HHEECTORS,
YCTAHSENHESSTCA HA KOMMEMOTED NONLZ0EITENA H
NOSBONAET HEepes MHTEpHET NonyHaTs KOTHPOESH M
ROEBOCTH © AHGE EHHEHC0BEN M TOBSOHGE DRIHK 0,
NPOE0AHTE CEPRESHEIA TEXHMIBCKIRA SHANKE, 3 TaKwe
myAONHEDEaTE CE0MY HHOPMALKMHD ANA Cakoro BoneWworo &
rpE communiby noannossoe Reukers.
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REUTERS ist one of the largest financial infor-
mation and analysis providers of the world. In-

Komnanvwa MudoTeKC MuTepHeT TpacTt
— Komnanma "WHpoTek C MHTepHeT Tpact”

- NPEANCTAENART YCNYTH HHAODMALHOHHO
I n fo t e c s fiEz0nacHoCTH Ha Base NepeA0Bs:
MPOrpEMHHBE: NP0AYETOE ANA 0pFaHHSALMH
Internet Trust veu (eupryanstbix yacTHo ceTed), KoTopbie
NOZEONAKIT NOBLICHTE Jhder THEHOCTE
¥MNPABNEHHA DHSHEC-MPOLECCAMH H
MENOMBE30EATE HOBEALIME A0CTHHEHHA
MHBOPMALMOHHEL, TEXHONOMHI Ha patodet
MECTE H BHE OdHCa.

BEzonacHOCTE NpK pabioTe ©
AaHHeIMK & Reuters iScreen,

formation from 244 stock exchanges and OTC-
markets are offered in real time to brokers, in-
vestors etc. REUTERS uses an extensive data-
base of various nature and distributes this in-
formation worldwide. The specifics of the Agen-
cy’s activities, e.g., the extensive network of geo-

graphically distributed correspondents and a
vast number of users poses a number of prob-
lems which cannot be solved without an intense
use of Internet technologies and implementation
of state-of-the-art data traffic handling solutions. However, the global nature of the Internet, while
allowing the necessary connectivity, also introduces significant security considerations.

Based on the global character of the information in combination with the importance of access to real
time data and news using WWW, FTP, Email, Instant Messaging the internet has proved to be the
most important data carrier for REUTERS.
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The problems facing REUTERS were:

Protection of information on the REUTERS web-server against unauthorized access.

Protection of information from theft and manipulation (application example: stock exchange information
for brokers)

Protection of information transmitted over the internet against interception.

Secure emailing and instant messaging over the public internet.

To solve these problems, the Agency’s management decided to install an integrated network security system capable
of adequately protecting the Reuters commercial interests. The Agency made studies into the Russian telecom and
safety software market and singled out the INFOTECS INTERNET TRUST SOLUTION based on ViPNet-technology
from the many available offerings. INFOTECS won out as a solution provider best meeting the above requirements

and promising high reliability.
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A @ B D - [0 oo s comicnonntrs in - = @A INFOTECS INTERNET TRUST
_ _ &8 INFOTECS provides REUTERS as Managed
REUTERS ) | The Business of Information Security Service Provider with their INTERNET
AR DI IR TRUST SOLUTION based on ViPNet technology.

. a This producted is marketed by REUTERS under
— the brand name iScreen to it's clients.

T : T The REUTERS subscriber receives a CD by
E— i o : v INFOTECS with the VIPNet [Client] installation
T —— -] e A software to connect from his PC to the REUTERS
ColiniThn network over a safe VPN-connection.
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This client software was restricted for the REUTERS
iScreen application in it’s functions (e.g. no Instant
Messaging function). The REUTERS client has
secure access to realtime stock exchange
information. INFOTECS is payed for this service
and for providing the technical hotline by REUTERS
on a “per subscriber” basis.
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The ViPNet Security Solution The software package included:
- Key Center (x1)
Network Control Center (x1)
Coordinator (x1)
End-user clients (currently over 600)

Considering the Agency'’s plans to:
expand its customer base,
to have the remote access capability
tools for securing and encrypting its document flow.
It was decided to install the ViPNet Custom software package.

Results of the ViPNet Custom Installation

The database server is completely protected against outside attacks. Authorized users and the database server are
integrated into a reconfigurable VPN. The VPN administration and critical information management are conducted from
a remote location. The use of a combination of symmetric and asymmetric encryption algorithms ensures high reliability
of information encoding. Preinstalled digitally-signed e-mail and file safety appliances, both using the encryption
algorithms, enable secure information delivery. Being encoded reliably, such information is unreadable to third parties,
even if intercepted. The database server is protected against attacks and has intrusion detection/logging/ tracing capability.

Benefits Gained

The use of ViPNet system and services allowed Reuters in a cost-saving manner to adequately protect its information
site and to eliminate the risk of losses through interception or compromising of commercial information. The integrated
security solution allowed:

_ . . Reference to technical HELP DESK
- restricting access to the Agency’s information REUTERS outsourced to Infotecs.

resources to subscribers and authorized users;

- encrypted e-mail with the digital signature and

verification/delivery control capabilities; * PYKOBOACLTED NONLIOEATERA

- bulky data exchange using encrypted file * NMogaepira Reuters iScreen
exchange appliance with the delivery control * Kyna oBparTHTLCA, ECNH...
capability; N

- protection'of informatio.n'stored on the WEB- B BOS N SONpOcl o YO s Paubers ISTE6n B
server against compromising; pabioves MeCTo 33 Procoy)Firewal

- critical information management by high-skilled Help Desk xoMnadnn MesdoTerc (security provider ana Reuters iSoreen) (0695)
professionals provided by the ViPNet developer; 7975369
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